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The number of loT devices and
tems

connected to the Internet will be
more than

popul atlom"__f_}.

by 2022 (IHS).




As more and more
devices are connected,

privacy and security
risks increase.




New devices, new vulnerabilities

The attributes of many (0T devices present new and unique security challenges
compared to traditional computing systems.

Device Cost/Size/Functionality « Limited user interfaces (Ul)

Volume of identical devices  Limited visibility into, or control
over, internal

Long service life (often extending Embedded device
far beyond supported lifetime) Unintended uses

No or limited upgradability or Bring Your Own
patching

(homogeneity)

Physical security vulnerabilities

Access



The .IC‘T 0{ Tech by Mitrozac & Snaggy
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A connected world offers the promise of
convenience, efficiency and insight, but
creates a platform for shared risk.

Many of today’s loT devices are rushed to
market with little consideration for basic
security and consumer safety protections.



Inward Security

Focus on potential harms
to the health, safety, and
privacy of device users
and their property
stemming from
compromised [oT devices

Outward
Security

Focus on potential
harms that
compromised devices
and systems can inflict
on the Internet and
other users




Internet Invariants TR —

nteroperability
Mmutua]

No
Permanent
Favorites

BCCeSSL /
? / https://www.internetsociety.org/internet-invariants-what-really-matters/



How do we improve things?

A Research and Innovation
d Open Standards

a Frameworks and
Best Practices

QA Certifications and
Trustmarks

Q Policy and Regulation

&
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Frameworks and Best Prac

Oniine Trust Alliance
ey

.
6T Security & Privacy Trust Framework v2.5 IaT Alliance Australia

The toT

Singapore
Standards TR 64: 2018
Council (168 36.030)

Pe——— NTERNET OF THINGS
m S —— SECURITY GUIDELINE
Gnersd Frameworkfor Sscurs 167 Sters Popecimeriib Guidelines for loT security for smart nation
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Internet of Things (16T} systems consist of connected things and metworks and |

e Recommendati Internet of Things (IoT)

physical safety in addition to existing information security measures. It is essent | in the context of Critical Informatic
systems are designed, developed snd cperated under the principle of “Security ¢
while looking shead to the future where many individual systems are interconn
g new vulnerabilities possitly introduced. To rationally sccomplish this, 3 two-steg Secure by Design: Improvi
axcecsbll) s appropriate: instivuting general requirements on design, development, and of NOVEMBER 2017 security of consumer Interr!
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requirements for secure laT systems.

) ) Eglerprise
It is expected that this framework will contribute to prometing the indust ngapore
involvement in the development of secure loT systems and will create an envirl.....

which loT systems users can utilize the systems with a condition that security and safety|

assured, of security

requirements.
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Frameworks:
The OTA loT Trust Framew \

. Measurable principles vs.
standards development

. Consumer grade devices
(home, office and wearables)

. Address known vulnerabilities
and 0T threats
. Actionable and vendor , ,
https://www.internetsoci

neutral ety.org/iot/trust-
framework//




The Online Trust Alliance’s loT Trust Framework
principles address

Auathent Encrypti

Privac Disclosu Commun
Y res ications




Set of Best Practices for Enterprises

* be proactive and fully consider the
possible risks introduced by these
devices;

e,
Po
ws%/e Fisk,
3
es; egu(;
te

o understand that loT devices are
likely more vulnerable than
traditional IT devices;

« educate users on loT device risks;

and
& https://otalliance.org/system/files/files/ini

« strike a balance between /enterprise iot checklist.pdf
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Certifications and Trustmarks

im
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#iotmark
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loT Trustmark

In 2017, we collaborated with Mozilla Foundation to explore the potential of A Trustmark for loT (learn more) In the resulting report we id
opportunities to empower consumers to make better decisions about cannected products, and to allow the companies that make responsit

. demanstrate th h ite. i R
Lebiatn Lokt odiolint L it The Open Internet of Things Certification Mark is a community-led effort
In 2018, we aim to turn this research into action. As a Mazilla Fellow, Peter Bihr will be developing the concept for an open trustmark for | to make a free, accessible, open checklist aimed at startups and SMEs to

th ith a fe -enabled loT. This & will be ric d f Mozilla's laT Fell . (Full dis . "
starting with a prototype with a focus on volce-enal laT. This work will be performed as part of Mazilla’s [T Fellows program. (Full dis help them design better connected products (internet of things)
Peter's partner warks for Mozilla,) Here's the fellowship announcement on our blog




Policy and Regulation:
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Policy and Regulation:

Policies and Regulations may be
needed.

Let’s help to ensure these rules and
regulations are correct, necessary and
sufficient.

https:.//www.internetsociety.org/resou

rces/2018/iot-security-for-
policymakers/
&

19 April 2018

loT Security for
Policymakers

Internet
Society




[oT Security & Privacy — A Collective Responsibility

0T vendors Distribution Policymakers Consumer Consumers
and their channels and testing and and
supply chain governments | product review enterprises
organizations




Apps

Who are the players? [z o=

Protocol

Developers and users of 10T devices

developers

Secure and

expose others and the Internet itse #»

services

to potential harm operators

Private loT

and systems have a collective \
obligation to ensure they do not

To scale up we need a collective i
approach, addressing security and
challenges on all fronts. S

Retailers
and

resellers

&

Platform

operators

Device

vendors

Network

operators

makers




Where do ‘/ ‘/
NRENSs fit into

/@lféké MJ(QIEM@&&I led the de‘r’:z‘zrs ' pevica
Y &

' ’ j vendor:
way in innovation for the Internet. endors

developers Platform

Secure and

operators e

NRENS are: / services Private loT Policy

Consumers

Operators

Policy makers -

Develo pers resellers :peet::;i
Technical Leaders Retailers

and

Retailers

resellers




Possible NREN Roles and Actions

Consumers ==)  Exercise procurement

power




Possible NREN Roles and Actions

Consumers ==)  Exercise procurement

power —

Operators Build smartly




Possible NREN Roles and Actions

Consumers ==)  Exercise procurement

power —

Operators ==  Build smartly

Policy makers Rule wisely




Possible NREN Roles and Actions

Consumers
power
Operators
Policy makers

Developers

==)  Exercise procurement

—)

==  Build smartly
—) Rule wisely

Implement cautiously



Possible NREN Roles and Actions

Consumers
power
Operators
Policy makers

Developers

T anlawncnnl 1 o-AAds e

Exercise procurement

Build smartly

Rule wisely

Implement cautiously

Dawdintin ndo



A Word on Privacy (in 10T)

Need strategies that respect individual privacy choices across a

broad spectrum of expectations, while still fostering innovation in
new technologies and services.

« Traditional online privacy models may not fit
* Challenges in achieving basic privacy principles,

such as:
Transparency/Openness
Meaningful Choice
Data Minimization
Use Limitation
Opportunities to opt out




Hot off the presses...

Clearly Opaque
Privacy Risks of the Internet of

<

—— :

Authors: m
e,

Dr. Gilad Rosner and Erin Kennea(/y\
J.D.

ghttps://www.iotprivacyforum.org/clearl
uobvaaue,/




Final thoughts...

The Internet of Things is here and growing (be wary but not
afraid).

NRENs are uniquely positioned to help lead the way forward to
a healthy Internet ecosystem.

Use your NREN super powers wisely to:

Buy, Build, Rule, Implement, and Participate

in the emerging loT Ecosystem




Questions?

| & Octavio Ahunn.n!ﬁ;ters 1

http.//www. dm{umml co. uk/mews/arl::cle—228428 7/Youre -going-wrong- way -

enormous -shoal.html
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